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Watch Out For Scammers Claiming To Be From Your Credit Union

Dear [--Merge1--],
 
Your phone rings and you see your credit union's name in the caller ID so you answer. 

The caller says they’re from the institution’s member service department and that there is
a problem with your account that needs immediate attention, but you get nervous when
they start asking for personal things like your PIN or account password.
 
What should you do?

Hang up because it’s probably a scam in which the caller is using caller ID ‘spoofing,’
where they use technology to disguise the number they are calling from and make it look
like the name and number of your credit union.
 
This scam is designed to trick you into divulging important information that could be used
to drain your account or be used to sell to crooks.
Here are some important things to know and do if this should happen to you:
 
- Financial institutions won’t contact you out of the blue unless there is a major problem,
and they won’t ask for your account number, password or PIN. Don’t give them out even if
the caller threatens penalties. 
 
- If you have even a small suspicion that the call is a scam, hang up. Look for the toll-free
number on the back of your debit card or look up your branch’s official phone number and
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call it. Tell the member service representative who answers what happened and ask if
there is really a problem with your account.
 
- The same thing can happen via email or text. If someone claiming to be your bank asks
for personal information don’t call any included number or click on any links.
 
Knowing danger signs to look for and staying alert for phone or email scams can keep
your money safe from crooks.

Our All About Me program can help you navigate the waters regardless of where you
are in life or what your greatest challenges happen to be.

Visit All About Me

Beach Municipal FCU is not responsible for decisions made based on this content. This information is for reference only. 

As always, we thank you for your membership and the opportunity to serve you!

beachmunicipal.org | 757.333.7787

4164 Virginia Beach Blvd., Virginia Beach, VA 23452

Follow Us:    

Copyright © [--CurrentYear--] Beach Municipal FCU. All Rights Reserved. This email was sent to
you by Beach Municipal FCU located at 4164 Virginia Beach Blvd, Virginia Beach, VA 23452.
 
If you no longer wish to receive emails from us please go here.
 

https://www.beachmunicipal.org/bank/savings/all-about-me
https://www.beachmunicipal.org/
https://www.beachmunicipal.org/
tel:7573337787
https://www.beachmunicipal.org/about-us/locations-atms
http://www.facebook.com/beachmunicipalfcu
https://twitter.com/BeachMunicipal
http://www.linkedin.com/company/beach-municipal-federal-credit-union
https://instagram.com/beachmunicipal?hl=en/
http://service.beachmunicipal.org/o/?co=210536859D268916&cid=CB9D30CE4133D0B76265261B7838BC6F3A66D15A3400F699&sample=1&e=encEmailAddress&n=1&m=encMemberGuid

